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MEMORANDUM FOR: Deputy Director of Security (PSI) .

SUBJECT . Functions of Personnel Security and
- Investigations (Clearance D1v1sxon)
REFERENCE : Ch1ef PPEAD (PEM) Request dated

S October 1973

1. Submitted herewith are the Clearance Division .-
function statements as requested in reference.

X 2. Productivity measures for these functions are
nade a matter of record in Division monthly statlstxcal

and annual reports.
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Brief description of Tunction: processing all staff clearances which cover
professional and clerical employees, staff agent conversions and. -

‘consultants. This processing jncludes the assignment of cases to
for inyestigation, management and supervision of the cases
until compl ion, appraisal of the cases, and recommendations for S

%gﬁﬁgﬁ%;:pr'disapproval after evaluating the data developed by invesi;gé‘
‘ : ' ion

Through this function personnel to be utilized by the'Ageﬁcy in a .
staff capacity are screened to ensure that they meet qualification"
standards for_employment and access to«offiCial‘dataz*'» : -

N V . . - -

Consequences (ijpact)‘of deletion: gee separate page- . -

Alternatives: See separate page:

-
-

Possible incremental cnangses, with resoutqe'feguirements: Nomne iJuiigated..
The Office of Security has the Tesponsibllity to accomplish this priori
function for the Agency; 1.€., the Office of Personnel, as & quality. T

endeavor and on 2 most expedient and timely basis.

-

«Indicate if this Function is 1n support oF @ ctatutory, RSCID, DCib,
~ 2.

At 3
rogulatory, interagency agreement requirement.

A ' ' y |
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Consequences (impact) of deletion: Deletion of this function would
Tesult in a lack of direction and destroy the effecting of the DCI
responsibility for the protection of intelligence sources and methods
and the use of human resources utilized by the Agency in a staff
employee capacity. It would also deter the Director of Security

in carrying out his regulatory responsibility under|
25X1Ato obtain and evaluate through investigation, technical interrogatiomn,
and liaison contact with other U. S. agencies, pertinent information
regarding personnel for employment, assignment or association with the .
Agency and to approve or disapprove, from a security standpoint, the . .-
employment or utilization of these individuals. . _ R SO

Alternatives: To accomplish clearance actions on less than minimum
Standards. This would require the DCI to lower the standards of
DCID 1/14 or abolish DCID 1/14 in its entirety throughout the _
Intelligence Community. Similar statutoxy changes would be required -
in HR's and E.O. 10450, etc. As appraisaland determination functions
<+ can only be validly accomplished based on as complete as possible
factual information on all aspects of an applicant's background and
educational and employment history, appraisals made would be of below
minimum quality and would work to the detriment not only of the
applicant's rights, but also would open the Agency and the national
interest to unlimited possibilities of security compromise.. -
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25X1A %taff Tike clearances. E.O lO4SOt{E§E§E§§j

25X1A ;an Lion (R_C'ti 1] ‘,) title ™ ‘E 0. 10491, E.O. 10501

e

_Responsib?e Organizaticn Unit Support Evaluation Sectlon ,Staff & Operation
Branch, Clearance D1V1310n

. | - 25X 14

Brief description of function: Proce551nc of overt clearance requests
for all other. cases involving staff- llke access; i.e., military assignes
Contract Type Internal, 1ndepend°nt contractors,. covert associates,

etc. Includes a5510nment of cases for field 1nvest1gatlon management

- and supervision of cases to comgletlon appraisal, and adjudication of
cases_for utilization or nonutilization.

22netitsSI. To assure that. personnel utilized by the Aoency'ln staff-1like
capacities meet security standards and criteria for assignment and

P Yy
access to off1c1a1 data. : . _

-

et

-

> : :
bOjSQGLojces {impact) of Qa]ebxon Deletion of thls function would disable
the ability of the Director of Security to effect the DCE's ‘Tesponsibil-
ity for the protection of intelligence, sources, and methods; and deter
him from carrying out his reculatom'respon51b111t1es to obtaln and )
evaluate personnel security information, to approveé or disapprove,
- ETon-ihs sgcurity standpoint, the_employment or utilization of those -
T ' . : individuals. - '

See separate_page; o 4 e T L

-
-

Possible incremental changas, with resource requirements:

See separate page. _ .i', - a . o

is Tunction is in support of a statubory, HSCID, D:LD
nteragency agreamant requirement.
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Alternatives: To accomplish clearance actions on less than

regulatory requirements. Would require that legal and Congressional
action be taken to amend and/or repeal basic executive orders, and

in addition the DCI's responsibility for the protection of intelligence
sources and methods. Should standards be lowered, the investigation,
appraisal, and evaluatlon process would have to be carried out without
the advantage of factual pertinent data, which could only result in

a lowering in quality of the clearance process, and the acceptance

of greater risks of personnel penetrations in the Agency and United
States Government. ‘ o .o

Possible incremental changes, with resource requirements: None
Tndicated. The Office of Security must perform the clearance
function for Agency wide requestors in order that Agency manpower -

- needs are met. Effective and timely accomplishment of this. function .

is required by the requesting office.
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Security Liaison and Agency Panel Respon51b11-
Funciion ((CLI‘ILJ) title ~ 1ty Agency Policy and USIB ndorsement 14
August 1967, DDS Directive 1953, and| STATINTI
Rasnonzible Organization Uait Staff and Operations Branch/Clearance D1v1-
Siom. - '
Raseurces Allocated: :
Personnael: - Staff  Contract Other Funds:
ATINTL o . Parsgnnal
Total: Cthar {11s%)

Brief description of function: Liaison with securitY‘and counterintelligend
elements of USIB and non-USIB federal agencies. Represents Office of
Security on the Appllcant Review Panel and the Overseas Cendldate Rev1ew
~ -, Panel. ; : ' T o o
Pepetits: Requlred functlon is in dlrect support of Aoency Personnel
Security Program. Panel representation fulfills the requirements of
policy dlrectlves and regulations, and enables Agency personnel,
~medical, and security evaluation of serious Su1tab111tY ‘issues es:entlal
to employment .applications, and the overseas assignmerit of Agency
Qer%gnpel ialson fugct on 1s part of the life blood of effective and
HESHCES Admpaci) eLion- efficient overall security program
, allowing most effective coordlnatlon
‘See separate page. . and interaction.in complex and
‘ - o sensitive personnel security areas.

- "Rlternatives: Loss of liaison function would result in lesser effective-
"ness in personnel- securlty program with higher cost probabilities for .
'security operation due to duplications in effort in the Intelllgence oo
Community 1in resolv1ng mutual personnel securlty problems. :

Possxalﬂ I“CTLMQWLQI cnenges with resource requiramanis: None - indicated. ,
Panel actions are programmed on a weekly basis ‘requiring Tepresentation
~ from the Office of Security. ' Liaison requirements are-on a continuing -~
priority ba51s which must be conducted. B _ -

B U SEM P gt ol B A T e~ 3 = S ot = ., SR WU S >z - e =y
“inateas 1T LIS TUncTion 1s oin "‘U;J?-O;‘t r o STavHelry ., naLill N

ol S, N P . PR oy myre
teragoncy ag:ee Ny reautremont
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Consequences (impact) of deletion: Deletion of function would require

a ‘change in Agency policies. It would, in effect, destroy effectiveness
of Panel actions which result in clear savings to the Agency in the
selection out of those applicants who fail to meet employment criteria

based on serlous suitability or qualification grounds.
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Gfiics of - Security, . - | : e ‘ .
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25X1A funciton (activity) title

] ~ STATNTL

Ttification Branch,

Clearance Division

Rasources Allecetad: .
Perseanel:  Staff  Contract Othor " runds: o
2 ‘ .
;25X9. | Parsonnal
Totalz. | | Gehar (11st)

‘Brief description of functign: Security processing and granting of & -
Clearance/approvals on all industrial personnel utilized by the Agency.

-~ Involves scheduling of investigations, management and supérvision of

s the case until completed, appraisal of entire investigative and record

‘ coverage, preparatiqn of case summary, and determination as to utiliza-

otion..or nonutilization of individual based on security €valuation of
SEOeTIRSI o © . case against statutory regulations which
See separate. page. establish standards and criteria for use.

-

(U

gt

_ See. separate page. . o
-'Alternatives;FunctiQn is required by DCID 1/14 and other stated -
... regulations. Would Tequire appropriate change in or abolishment. of
- ~ these statutory issuances. - o e

-

Possibla incremental changes, with resource requiremants:

See separate page. S o -
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contracting procedures, and other intelligence efforts and
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Benefits: Protects the security of Agency classified dafa, .

methodology involved under the contract at the industrial level.

Consequences (impact) of deletion: Deletion of function would deter
tha Director OFf Security from his requirements to effect the DCI's
responsibility for the protection of intelligence data, sources, and
methods. As many of the Agency's most sensitive activities are
involved in R&D and D§E within industry, deletion of the security
function would open the Agency's operational activities to compromise
and penetration, with serious harm to the national interest.. . . K

Possible incremental changes, with resource requirements: None
indicated. As standards and criteria are established in DCID 1/14, - :
etc., ‘a lessening of coverage is not negotiable, nor recommended. e
As the quality of the security evaluatiom is directly related to.
the effect and quality of the investigation conducted; a lesser
standard would open the Agency to a greater Tisk of compromise.

In addition, clearances are requested by Directorates outside the .
Office of Security; e.g., DDSGT, Office of Logistics, etc. ; Clearance - °
action must be accomplished on timely basis so as not to delay -
or otherwise jeopardize contractual competition. : -
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22X 1A Facilit 5 T

- ) - T y Access Approvals and
25X1A:met1m1(actnwty)'miie:;~ P L]
25X1A | AEC Q" | | | , and

-

Certification Branch, Clearance Division
25X1Anss0urces Alloczted: . .

25X1 LEITonSToTE Urgentzation UnitServices Section, Industrial and .-

Pgrsonne?: - Statf Contract Othar o orunds:o -
2 '
25X9 . ] Parsonnzsi .
| Total: Gthar (1ist)
Total: - -

25X1A . R R
Briaf descripticn of function: Security processing and granting of -
clearances/approvals on Service type personnel utilized by the Agency.’

25X1A Security processing of cases for | | and
| | Processing AEC Q" clearances.

-Involves processing of cases to tield for investigation, supervision
nQbgases to completion, appraisal of all investigative data, and '

: v o nonapproval for utilization. Includes badging
- See separate page.. actions as appropriate.. =~ .. S

N

Consaquances {impact) of deletion: Deletion of this function would result

and methods. 1Inability to fully process and screen these personnel -
could open the Agency and the national interest:to possible serious:

R1RRFEI Ty compromise. _ . e o
Atteridoive ower. the standards for investigation and screening

- criteria through legal and congressional action in order to-amend
. or abolish the appropriate regulatory orders, DCID's, and security

-

recommendation summary action for approval or -

in loss of the Director of Security's capability to efféct the DCI's .
responsibility for the protection of intelligence information, .sources

policy requirements. As indicated, this action would open the Agency

to greater risks of compromise through personnel penetrations.

Possible incremezntal changss, with rescurce requirementss None indicated.
Clearances are requireéd by Directorates outside of the Office of

Security. These actions are required on a timely basis ¥n order that -

Agency activities can continue to function without delay or down time.

ETpdicate 1F This Tunckion is in supnort of a statubcry. NSCID, DOTD
mnalcaee 1 i TUNCETON 35 1N SUDNOIrd G & SLacuicry, nidLiL, bLole,
P R - R S \ P — * ~ N ey ey oy R -
voguiatory, 1nteradancy adrednainy reduirde L.
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Benefits: Personnel utilized in the Headquarters building and in

installations in Service capacities are screened to ensure
that they meet security qualification sLandards for access to Senbllee
areas and official classified data. :

25X1A
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25X1AFL£::C'-’_.‘E-':;::s (activity) \_.z,lf_‘ - | |

nosnonziole Organizaecion U“1*i ' |Industrial ar8TATINTL
Certlfl ation Branch Clearance Division. : : o :

Th o o= 1 oy am oy e -y b ’-
Rasatrcas Allocatad:

-

Persennat:. Staff  Contract Other rundss
K ' -
| Parscnnzi | -
- Total: - [ | . . Cther (Oist)
25X9 I e :

See separate page.

Na .3.:‘." - ‘ S ) 7
“SHETILSC ‘gee separate page. - : s :

i

-

o, . : : ) s - - .
Consaguances (impact) of deletion: Deletion of function would largely dis-
able ablllty of Agency personnel to pursue their liaison and inter-Agency

official activities as clearance certification requirements are essential
throughout the Intelligence Community and Government. Deletion of other
actions would cause a loss of control in the requirements to assure the
Gem £}H¥3ln§ curity 1ntegr1ty of Agency personnel through change of status
: o ‘ ’ or tran;fer of -
o duties.

See separate page.

Possible incremzntal changas, with resource reguiremsnis- None indicated.
Clearance Division must be responsive both to regulatory issuances in
these function areas and to operating requirements of Agency OfflCeS.T—

P A1 ~ BN Ty I L T ) I NI TS ~—
“Indiczia 1f Tnis Tunct S 11 sSuDROYL oY a statuicry, HSCID, nBTID
N e | - -3 ey vee oy - o~ —~—y . Ty gy o

rogur2tary, Intoragoncy agreament requiremont.
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Brief Description of Function: Certifications, security processing
and approval of all types of codeword clearances, and other security
approval or concurrence actions. Includes many review actions to
determine suitability for codeword clearances, transfer and reassign-
ment actions, visitor-no-escort badging, and many other miscellansous
actions. Handles a high volume of file reviews and certification
actions to enable Agency personnel to visit and have official data

in other government offices and installations. Maintains liaison
with security counterparts in these government offices. . Processes -
all types of marriage cases, including special requirements of S
alien marriages under Agency regulations. Certifies Acency personnel
to other government agencies -25X1.

Benefits: ~Provides security review and concurrence approval for a
wide variety of actions in support of Agency personnel and their -
official functions. Ensures that Agency security requirements are -
maintained in change of status actions involving personnel, including
marriages and transfer actions. Enables Agency personnel to visit
and have access to official data of other United States Government
offices through clearance certification actions.-

Alternatives: Place the responsibility on other Directorates and
offices for overall security certification actions for their
personnel. Change cited regulations as enabling actions for these
purposes. This alternative decentralization would result in a
requirement in many other offices for additional personnel and

in effect would not lower personnel requirements in Clearance
Division as security information would have to be passed to these
other offices in order that valid certifications could be made.
Alternative would be uneconomic and result in confusion and
inefficiency.
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25X1A e i an (activity) title *Employee Reinvestigations

s 4 , ,
) Responsible Organization Uniy Research BrAJMTINTL
Rasctrces AP\Ho-‘;;a'ced: | | | |
Perseanel: - Staff  Contract Other Funds:
- 2
TINTL- _ '
S Total: | |

) rieT _descrintion af funetign- On a § year cycle, assign staff employee
1 cases 1 for reinvestigation, manage-and supervise
these &ases—umtrr—compreted, appraise them, and initiate a recommendation
.. for further action if the data developed raises a.security question
* concerning continued access to official data. E . S :

- 22nefiis:. The reinvestigation  function assures that an orderly, continuo

S empicyee files occurs under the regulatory requirement of

f,ml The reinvestigation requirement is additionally essential

... ander DC 1/14 requirements for that large number of Agency emplg*ﬁﬁﬁNTL
who require codeyord access in their responsibility aréa. o .
~_Consaquencas (impact) of deletion: The deletion of this function would
negate the Director of Security's regulatory responsibility under[ |
to ensure a continuous review of employee files. . - T

25X1A - . ~

' Alterpatives: None as-long as the security of current embloYeés'is'td‘bé'_
revalidated under regulatory requirements and as a basic part of the _
counterintelligence review. ' I R . =

Possible incremental changss, with resource requiremzats-None  envisioned.
In fact, additional emphasis is indicated against this important security
action and review. . - _ R --

B A B A e > = Sy I <o B R AYC e~ Sy e -~

ITOCNYS TURCTION 1S In subport of a statuiory, naCil, DI
T o AR i R Ty &

Jaoneeradoncy agreSien s yaeaui renont.,
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. o Exnloitation af Countarineaia “wence -Informatid
Funciion (activity) title * '

25X1A* | B ~ .
- onesponsible Organization Unit ResearéﬁTégyEEL

Personnel: - Staff  Contract Other ' ndsz -
.I . o . - ’

TINTL -

© issues raised are satisfactorily resolved. This. .

 Tresolution process involves research, investigation and interrogation -
and may involve-counterespionage. ‘ o T
Zenetits: Tnis function assures that a Vital'program exists within. the -
~gency to detect and prevent hostile penetrations of the Agency ‘through .
its employees. - : : « T TR T

-
H

KL

. - P
N .

. e . B T :
Consequénces (impact) of deletion- Deletion would, in essence, deprive the
- Director of Security of the only centralized, orderly and systematic .-
rogram providing him with the necessary tools to fulfill his regulatory
ATINTEESPOnsibility under | for the conduct of internal ) '
counterintelligence programs to detect and prevent hostile penetrations
: -the_ Ag Y through its emplovees. _ .- L e
.?ﬁt&g“ab?ﬁgi With tﬁe properptansfér of authority and realignment of -
resources, the CI Staff of the DDO would be the only existing in-house .- .
organization to perform the function. Such transfer would engender .
a considerable loss of objectivity, confusion as to areas of responsi-
bilities, and an over-centralization of the CI function. - S S
Possible incremantal cnangas, with resource requiremsnis-: None envisioned.

FIndicate if this function is in subport of a statutcry, NSCID, DCID,
regulatory, interagency agreement requiremant.
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